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A. General terms and conditionsSections 1  - 32 comprise the general terms and conditions for the Swish Handel service (General terms and conditions). 
In addition to these general terms and conditions, the specific conditions laid out in sections 33-38 below apply to merchants registered for the Swish Företagsapp service (Specific conditions). 
1.         Description of the serviceSwish Handel is a payment service that enables companies, associations and organisations (hereafter referred to as “merchants”) to accept payments in SEK from private individuals who are linked to Swish Private to the payment account that the merchant has linked to Swish, 24 hours a day, 365 days a year, for its own account, in real time. It is also possible to make refunds via Swish Handel.
The payment transactions are carried out via mobile data traffic and can also take place if the payer is located outside Sweden.
2.         Target groupSwish Handel is intended to be used by merchants that receive payments for goods and services from their own customers.
In addition, Swish Handel is intended to be used in operations or parts of operations where the number of payments per time unit is limited. The service must therefore not be used for mass payments.
Swish Handel is intended to be used for commerce where private customers themselves initiate a payment request for purchased goods or services, directly in a sole trader's sales channel.
3.         Conditions for Swish Handel agreementFor a merchant to be able to enter into a Swish Handel agreement, the merchant must have access to a payment account with the Bank. The merchant is allocated a Swish number, which is linked to the payment account. The Swish number is unique to each merchant, and cannot be transferred to another party. The merchant must not show its Swish number to its customer.
A fundamental condition for using Swish Handel is that the merchant must sell goods or services to consumers.
Swish Handel cannot be used for telephone sales, when a customer is called by a sales person. Further requirements regarding the merchant's operations are set out in points 14-15.
Further conditions for Swish Handel include the fact that the Swish Handel agreement must be between the merchant and the Bank, and that the payments must be carried out directly between the payer's account and the merchant's account. In
addition, the payment account that the merchant links to Swish Handel must be the merchant's own account. That which is stated in this paragraph means that it is not possible for the merchant to engage another company (an intermediary) in the payment flow from the private customer to the merchant via the Bank.
4.         Execution of a payment via Swish Handel The execution of a payment via Swish Handel consists of the following stages (summary explanation).
The payer initiates a payment in Swish Handel in order to purchase goods or services in the merchant's sales channel, after which the merchant creates a payment request that is sent to the payer via Swish API (the API through which the Swish Handel service is provided) and the payer's Swish app.
When the merchant sends a payment request, the merchant may also send the payer's civic registration number, in order to verify that the payment comes from the correct person. The merchant may also include age limit terms. If the information does not match the information in the Swish system, for example if the payer has given the merchant an incorrect mobile number, or if the person does not fulfil the age limit terms, the payment request will be rejected.  
For security reasons, the payer has a limited time to execute the payment from when the payer's Swish app receives the payment request. The relevant time intervals are set out in Swish user handbooks, technical descriptions, instructions, directions and similar documents for Swish Handel that are available at www.swish.nu (below referred to as Swish Manuals), which constitute an integral part of this agreement. The merchant must inform the payer that there is a time limit on the payment request, and must state the time that the payer has in which to authorise the payment. 
ManualsThe merchant is able to ask a check question about the status of the payment request that has been sent via Swish API. This enables a check to be carried out on the payment if, for example, there is a technical disruption during the payment, and the receipt is not transmitted to the merchant as expected. The merchant must not use a script (i.e. an automated procedure) to check the status of a payment request.
The payer authorises the payment with his/her Mobile BankID.
The merchant receives the receipt for the payment in real time and must confirm the purchase to the customer immediately.
When the payment is being made, the merchant's registered name and any market name are displayed to the payer. The merchant receives information on the payer's name and mobile phone number.
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A more detailed description of the execution of payments via Swish Handel is set out in Swish Manuals.
5.         Authorisation of the paymentThe payment transaction has been authorised, and the Bank becomes entitled to execute the payment order when the payer has signed the payment order using his/her Mobile BankID.
6.         PartnerThe merchant is entitled to link to Swish API with the aid of a company engaged by the merchant (a payment service provider, webshop provider or other technology supplier, hereafter referred to as a Partner). The merchant will assume responsibility towards the Bank for acts and omissions by the Partner as if they were the merchant's own acts or omissions.
7.         Information about payments made and the merchant's responsibility for maintaining accounting records, etc.Received Swish payments are shown in the services for which the merchant and the Bank have entered into an agreement, e.g. Mobile Banking, Online Banking and/or file service(s).
Information on payments made that is generated by Swish does not constitute a receipt, a verification or any other accounting information regarding purchases made.
The merchant is responsible for fulfilling requirements under the law, public authority directives, and other regulations that apply to the operations pursued by the merchant, e.g. archiving accounting material and offering a receipt to the payer.
8.         Cancellation of authorised payment transactionsA payment transaction which has been authorised in Swish cannot be cancelled.
9.         Refunds to the customer (returns)Swish Handel includes a refund function. It must be possible for the merchant's customers to request refunds via Swish- Handel. The merchant must therefore offer this function to its customers.
Refunds via Swish Handel may only be used for refunds to the merchant's customers in the case of returns or complaints about goods or services paid for by the customer via Swish- Handel.
A refund via Swish Handel is conditional on the customer having the same mobile phone number and civic registration number linked to their Swish account at the time of the refund as they had at the time of the original payment. The merchant must inform the customer of these conditions which are necessary if a refund is to be given.
Refunds can only be paid for purchases that have been made within the preceding 12 months.
The amount refunded must never exceed the purchase price. It is permitted to pay a refund in the form of one or more sub-amounts.
The merchant is responsible for ensuring that unauthorised persons cannot carry out refund payments.
10.         Amount limitsThe banks in the Swish collaboration apply amount limits by payment and by time period for their private customers. If an amount limit is exceeded, the payment cannot be executed. The banks may apply different amount limits, meaning that some customers may be able to make larger payments than other customers.
Information about the maximum amount limits applied at any given time is available from the respective banks.
11.         Technical requirements and security solutionTo link up to Swish Handel, the merchant must connect up to Swish API with the accompanying security solution, as specified in the Swish Manuals.
When using Swish Handel, the merchant must meet the technical and security-related requirements set out in the Swish Manuals.
The merchant is entitled to engage a Partner for the connection to Swish API. The merchant's liability for its Partner's actions is specified in more detail in section 6.
To ensure authorised access to Swish Handel, and for encryption of information, the Swish Handel security solution is used. For the merchant, the security solution means that the merchant must have a valid certificate for every Swish number (client certificate) and download a server certificate as specified in the Swish Manuals.
In the administration and other processing of certificates, the merchant is responsible for complying with the Swish Manuals.
The certificates may only be used for Swish Handel.
The certificates have a limited validity period, and it is the merchant's responsibility to monitor the certificates' expiry dates and order new certificates in good time.
The merchant must appoint at least one person who is authorised to manage certificates on the merchant's behalf (certificate manager). The merchant must ensure that only certificate managers are permitted to manage certificates, and that these persons follow the instructions for certificate managers in the Swish Manuals.
The merchant is responsible for ensuring that certificates are kept in such a way that no authorised person can gain access to them, and that certificates are managed securely in all other respects, as specified in the Swish Manuals. The merchant must immediately block a client certificate if the merchant has forgotten or exposed the password, if the merchant has has lost a client certificate, or of there is any other reason to suspect that an unauthorised person may have gained access to the certificate.
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The merchant must, in the manner specified by the Bank, notify the Bank of the name(s) of the person(s) who is/are certificate managers, and must also notify the Bank without delay of any changes regarding persons authorised for this function.
12.         The option for a merchant to choose a special market nameWhen a payment is made, merchants that so wish may display, in addition to their company name (i.e. the registered name), a market name of their own choosing, provided that the market name does not infringe upon another party's brand, and provided that the Bank does not consider that the market name contravenes the guidelines specified in section 15.
The Bank is entitled to immediately remove the market name in cases where the Bank has reasonable cause to assume that the merchant, by using the name, is contravening the provisions of the paragraph immediately above this one.
13.         The Bank's responsibility for the payment and the merchant's responsibility for the purchaseThe Bank is responsible for the payment transfer being carried out in accordance with the payer's order.
However, the execution of the purchase of the item or service is a matter between the merchant and its customers. It is the responsibility of the merchant to fulfil the obligations which, under the law and other regulations, apply to the operations pursued by the merchant. It is the responsibility of the merchant to provide its customers with the requisite information regarding prices and other conditions before the purchase and payment are effected.
The merchant is responsible for delivery, enquiries, returns, responding to complaints, etc. as a result of the purchase made from the merchant. Therefore, if the Bank receives questions from the merchant's customers that relate to matters other than the actual payment transfer, it will refer the customer to the merchant.
The merchant shall indemnify the Bank in respect of any claims from its customers or from any person with a claim for recourse against the Bank that arises from the merchant failing to fulfil its obligations according to the law or under this agreement.
14.         Requirements regarding the merchant's operations, information to customers, etc.The merchant undertakes
a         to inform that cards are accepted as payment by using the Swish logo on its website in accordance with the information set out from time to time in Swish Manuals,
b         in marketing and sales, to fulfil the obligations which         may arise from legislation or public authority 
         regulations, and to comply with the commitments made by the merchant,
c         to ensure that its customers receive necessary and correct information before and in conjunction with the purchase,
d         to clearly inform its customers that it is the merchant that is responsible for any deliveries, returns, responses to complaints, etc., as a result of the customer's purchase,
e         to manage the processing described in d) correctly and speedily,
f         not to use the service for goods or services in contravention of the law or public authority regulations, or in conjunction with operations which the Bank considers unethical or immoral or which, in the Bank's assessment, may entail a brand risk or a financial risk to the Bank or to any other party in the Swish collaboration, according to that specified in Section 15.
In addition, the merchant undertakes to include the following information on its website:
a         the fact that information that must be communicated according to the law and public authority regulations must be provided at the point of sale,
b         a description of the merchant's goods or services, including prices, taxes and any charges,
c         the merchant's contact details, such as its phone number and/or its e-mail address,
d         a description of any guarantees,
e         information regarding deliveries, such as delivery times and forms of delivery,
f         terms of payment, and
g         procedures for returns and complaints.
The merchant undertakes to ensure that its customers have been provided with the following information before they receive a payment request in conjunction with the purchase:
a         a clear description of the goods/services in the customer's order,
b         the total price that the customer will pay, including a specification of any taxes, shipping charges and other fees,
c         that payment is by Swish,
d         that payment is in SEK,
e         the expected delivery date,
f         the delivery terms, including rules for customer complaints, including whether the customer must bear the cost of returning the item/service, and
g         the name of the recipient of the item or service.
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Marketing of payment services online
According to Chapter 7a, Section 1 of the Payment Services Act (2010:751), in instances when a consumer purchasing goods or services is able to select a payment method which does not entail the granting of credit, the payment service provider must ensure that this payment method is displayed first. A payment method which does entail the granting of credit may not be selected as the default option if other payment methods are available.
In accordance with these stipulations, the merchant commits to the following. If the merchant sells goods and services to consumers online, the merchant must ensure that a payment method which does not entail the granting of credit is displayed first. The merchant must also ensure that a payment method which does entail the granting of credit is not selected as the default option. 
The merchant must stay informed about the requirements in force pertaining to the presentation of payment methods to e-commerce consumers as these are laid out in laws, ordinances, regulations published by public authorities, etc., and ensure compliance with these requirements in its business operations.
Presentation of payment methods in a manner other than stipulated in these terms and conditions is considered a material breach of contract. Furthermore, the merchant must reimburse the Bank for any and all damages arising as a result of the merchant presenting payment methods to consumers in a manner other than that stipulated in this section 14. 
15.         Ethical guidelines for usage of the Swish brand, etc.The merchant must not, without the Bank's consent, use the brands, product names or logos of the Bank or Swish for any purpose other than to inform that Swish is accepted for payment for the merchant's goods or services.
The Swish brand must not be used in contexts that contravene good marketing practice.
Nor may the Swish brand be used in operations which risk undermining confidence in Swish or the Bank, or which otherwise may be regarded as unethical or immoral, or may lead to financial loss or brand damage for the Bank or for any other party in the Swish collaboration. This prohibits the use of the Swish brand in conjunction with illegal operations, and for the following products and services (among others):
a         products and services that have been designed or are         used in contravention of Swedish law or public         authority regulations,
b         products that do not have the prescribed approval from         a Swedish public authority,
c         pornography, or
d         use in contexts that are discriminatory on the grounds of         ethnic origin, religion, sexuality or gender.
Among other things, the above provisions mean that the brand must not be used for links to or other collaboration with a non-Swedish company concerned with online gambling or betting which has not been approved by a Swedish public authority.
16.         The merchant's information obligation The merchant must inform the Bank without delay of any circumstances regarding the merchant that may be of significance to the assessment of the merchant's operations or unauthorised use of the service or Swish or the Bank's brand as set out in sections 14-15.
17.         ConfidentialityIn this agreement, “confidential information” refers to information regarding customers/payers, business relationships , price terms and other information exchanged between the Bank and the merchant in conjunction with the agreement and the service.
The merchant undertakes
a         not to use confidential information for purposes other         than fulfilling its commitments under this agreement,
b         not to disclose confidential information to a third party         other than for the purposes of fulfilling its obligations         under this agreement (unless the Bank has given its         written approval for this),
c         to process and protect confidential information in such a         way that unauthorised persons do not have access to the         information, and
d         to ensure that its employees or external contractors do         not disclose or use confidential information in         contravention of the provisions of this agreement.
The provisions in the above section shall not be applied in relation to confidential information which
a         is public knowledge, or becomes public knowledge in         some way other than through a breach of this         agreement,
b         the merchant receives from a third party without being         bound by an obligation of confidentiality in relation to         the third party, or
c         the merchant is obliged to release according to the law         or regulations, decisions by public authorities or valid         listing agreements.
The duty of confidentiality continues to apply after the termination of this agreement regarding the service.
18.         Processing of personal data when being connected to the serviceConnection to and the use of Swish Handel is conditional upon the merchant obtaining certain personal data from its customers and employees. The merchant is liable for the processing of this information, including the use of customers' civic registration numbers to verify that the payment comes from the correct person, or that age limit terms and conditions are met, and for ensuring that this 
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processing complies with the prevailing personal data legislation, regulations, directives from public authorities, guidelines and recommendations, and complies in all other respects with that which is stated in these terms and conditions. 
Swish HandelThe Bank is liable for the processing of the personal data which the certificate manager, in accordance with section 11 above, must submit to the Bank in order to be registered as such. This data is processed only to the extent required to check the authorisation of a certain person to manage client certificates. The Bank engages a sub-contractor for the processing of this personal data.
The Bank hereby instructs the merchant to ensure that the certificate manager receives information regarding the processing of his/her personal data. The information that is to be provided is stated in the Swish Manuals. The merchant undertakes to carry out this task when it signs the agreement for Swish Handel.
19.         Limitations in the right to use the payer's personal dataFor the merchant to be able to receive a payment via Swish Handel, the payer must provide the merchant with his/her mobile phone number.
The personal data regarding the payer which the merchant obtains when receiving a payment (such as the payer's name and mobile phone number) must not be used without the payer's consent for purposes other than those relating to the payment or for fulfilling the merchant's obligations under the law. Among other things, this means that the merchant must not use the payers' mobile phone numbers to offer these goods or services, or forward this information to another party.
20.         Prohibition on extra feesThe merchant must not charge its customers a fee for paying by Swish or charge a higher price for goods or services that are paid for by Swish than that which applies to other payment methods.
21.         The merchant's participation in the prevention and investigation of crime, etc. The merchant undertakes to co-operate with the Bank to a reasonable extent in order to prevent and investigate suspected criminal acts that are linked to Swish. The merchant hereby undertakes to immediately report to the
Bank actions that the merchant has reason to suspect constitute crimes or attempts at crimes, and to submit to the Bank documents and other written or verbal information that may facilitate the prevention or investigation of suspected criminal acts linked to Swish.
22.         The merchant's liability in the event of negligenceThe merchant is also liable for losses arising if the merchant, through negligence, has accepted a payment by Swish- Handel that is invalid or for any other reason has carried out in an unauthorised manner.
23.         AvailabilityThe Bank reserves to right to partly or wholly limit access to Swish when the service is closed for servicing or due to a disruption, etc. When there is planned maintenance (and if possible during disruptions), information will be available at www.swish.nu.
The Bank reserves the right to close/make changes to Swish with immediate effect if, in the Bank's opinion, this is necessary to prevent damage to the Bank or the Bank's customers. The Bank undertakes to notify the merchant immediately of such a closedown/change, if possible in advance.
24.         The merchant's disclosure requirements regarding large transaction volumes over short periodsLarge transaction volumes over short periods may affect the performance of Swish. Merchants that can be expected to generate such volumes must notify the Bank in good time before the volume increase is expected to occur.
25.         Information regarding Swish on the Bank's websiteThe Bank will provide general information on its website about Swish as a form of payment.
26.         The Bank's right to withhold payment in special circumstances, etc., pledge The Bank reserves the right to withhold payment to the
merchant's account for receipt of payments under this agreement or to debit the account with such an amount which, in the Bank's opinion, will be needed to indemnify the Bank if the Bank is subject to claims from the merchant's customers as set out in section 13.
If the Bank has withheld payment or debited the merchant's account as stated above, such amount shall constitute a pledge for the Bank's claim on the merchant.
27.         Changes of address and changes in operationsThe merchant shall notify the Bank without delay of changes in circumstances that are of significance to the application of this agreement regarding Swish Handel. Such circumstances may be, for example, if the merchant changes the focus of its operations, its range of products or services, its registered name, its corporate identity number, its ownership, its address or its contact details.
In the event of changes that lead to amendments to the information that forms the contents of the company registration certificate (e.g. a change in a company name), a certified copy of the new company registration certificate shall be enclosed with the notification to the Bank.
28.         Change to the service or the terms and conditions of the serviceThe Bank determines which services may be used in Swish Handel at any time.
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The Bank reserves the right, without terminating the agreement, to make changes to these terms and conditions and/or the technical description and/or carry out or change other instructions for the service. Changes which require modifications in the merchant's computer systems, or which can otherwise be assumed to be of material significance to the merchant, will be announced by the Bank well before they are implemented. The current version of the terms and conditions is available from the Bank's branches.
In the case of changes which are not insignificant, the merchant is entitled to terminate the agreement with immediate effect and to be reimbursed for charges paid relating to the period after such termination. This does not apply, however, if the merchant has accepted the change by continuing to use the service without any objections after being notified of the change.
29.         Fees and costsThe fees that apply are set out in the current price list, which is available at Handelsbanken's branch offices and in Online Banking.
The fees are debited from the debit account that the merchant has linked to -Handel, unless the merchant has made an agreement with the Bank that a different payment account belonging to the merchant will be debited. The monthly fee and transaction fees are charged monthly in arrears on the last banking day of each month.
30.         Prohibition on assignment of the agreementThe merchant may not assign its rights and obligations under this agreement to another party. 
31.         Period of validity and terms and conditions for termination of the agreementIn addition to what is stated in section 8 of the General terms
and conditions for corporate accounts and payment services, the Bank is entitled to terminate the merchant's agreement touse Swish Handel with immediate effect if:
a         the merchant provided erroneous or misleading         information at the time the agreement was entered into,         and this erroneous or misleading information is of         material importance,
b         the merchant's business has altered or it is considered         that it will alter with respect to its line of business or         nature,  in a manner which is significant to the service,
c         there is reasonable cause to assume that the service is         used for or will be used for or in conjunction with such         sale of goods and services which, in the Bank's opinion,         is in violation of Swedish or foreign law or other         legislation or a decision by a Swedish or foreign         government authority,
d         the Bank assesses that the service is associated with a         risk, for example a security risk and/or money         laundering risk, of such a magnitude that the Bank         wishes to terminate the provision of the service to the         merchant,   
e         in the assessment of the Bank, the merchant misuses         Swish in a manner which may cause the Bank or         another party damage,
f         the merchant goes into liquidation or is declared         bankrupt or, for other reasons, in the reasonable view of         the Bank, can be regarded as being insolvent or         otherwise having an unstable financial position,
g         laws, regulations, interventions from public authorities         or similar prevent the Bank's fulfilment of this         agreement, or
h         the Bank, for reasons other than those stated in point g)         above, is no longer entitled to provide Swish Handel to         the extent required in order to fulfil this agreement         regarding Swish Handel.
If the merchant transfer the same Handelsbank number as in this agreement from the Bank to another bank, this agreement with the Bank for Swish Handel will terminate without prior notice.
That which is stated in the section immediately above also applies to cases where the merchant is a sole trader, and this person dies, or an administrator is appointed for him/her.
32.         Other terms and conditions, etc.In other respects, the Bank's “General terms and conditions for corporate accounts and payment services” also apply.
B. Specific conditions
Swish FöretagsappIn the supplementary terms to the General terms and conditions, sections 33-38 apply to the Swish Företagsapp service. 
33. Description of the serviceWith the Swish Företagsapp (the App), users at the merchant can, among other things, accept payment via the app by generating a QR code, review payment histories, and process refunds The function for processing refunds via the App will available on a date to be announced by the Bank. . 
A refund initiated via the App is authorised by the merchant's user signing the payment order with their Mobile BankID. 
The App also has an administration function for app user authorisations (see below). 
*  The function for processing refunds via the App will available on a date to be announced by the Bank. 
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In order to facilitate the use of the App, the merchant must grant, and register with the Bank, a power of attorney for a person to be the Account owner (see section 34 below). Sole traders are not required to register an Account owner.
The Account owner also has the right to authorise other persons to use the App. The administration of these authorisations is carried out exclusively within the app, i.e. without the involvement of the Bank. 
Information about the functions available in the App at any given time can be found on the Bank's website, www.handelsbanken.com. 
34.         Authorisations and responsibility for granted authorisationsThe App has different user authorisation profiles. The profile with the most rights is ”Account owner” (Sw. Kontoansvarig). The Account owner has the right to use all functions in the App. 
The Account owner also has the right to appoint one or more Administrators, with the right to (i) use the App, and to (ii) grant other users (merchants) the authorisation to use the app. Administrators and merchants' right to use the App may be limited to e.g. certain Swish accounts and time periods. 
The merchant is fully accountable for all legal acts and other activities undertaken with the support of the authorisations granted in the App. 
The merchant is also responsible for keeping itself informed about the functions available in the App at any given time via the Bank's website, www.handelsbanken.com. It is also the responsibility of the merchant to ensure that granted authorisations for the App are correct and, where necessary, to withdraw granted authorisations via the app or, if applicable, at the Bank (for the Account owner). The merchant is aware that a withdrawn power of attorney for an Account owner in the App does not affect the authorisation granted to other persons by this Account owner.
35. Technical requirements
35.1 Telephones and operating systemsThe App is intended for use on the mobile devices approved at any given time. A list of approve mobile devices can be found at www.swish.nu.
35.2 InstallationThe App can be downloaded from app marketplaces, currently App Store and Google Play. 
The merchant may choose to install the App on the company's mobile devices or on a user's personal device.
35.3 BankIDAccount owners and Administrators must have a personal BankID to be able to log in to the app, and to be able to authorise refunds via the app.
If the App and the BankID are on different devices, the App will display a QR code which can be scanned from the BankID app.
36. Swish numberThe App works for the Swish numbers specified in the merchant's Swish Handel agreement with the Bank.
37. Personal data
37.1 The Merchant's responsibility for processing of personal dataThe private customer's payment information, such as their mobile number (partially masked), as well as their first name and surname, will be accessible to current users in the App. The merchant is obliged to ensure that the private customer's information is not used for any purpose other than that which relates to verifying and possibly refunding the payment from the private app.  Among other things, this means that the merchant must not use the phone number to offer the private customer goods or services. Nor may the merchant forward any information to any other party other than that which is necessary for the merchant to fulfil its obligations by law or under regulations or directives from public authorities. 
37.2 The Bank's processing of personal dataThe Bank is controller for the processing of the personal data received by the Bank  through the merchant's use of the App. This data is processed by the Bank only to the extent required for the administration and provision of the services in the App, including, but not limited to, information about functionality and disruptions. The Bank engages sub-contractors for the processing of this personal data.
In the App there is information on how the company's bank, in its capacity as a controller, processes personal data on Account owners, Administrators and other users of the app. However, the app does not state which bank this is. Therefore, the merchant undertakes to inform the aforementioned persons that Handelsbanken is the merchant's bank, and thus the bank that is responsible for the processing of their personal data. Complete information about how the Bank processes personal data is available on the Bank's website.
38. Contractual periodThe Swish App service can be terminated at any time by either party, with a mutual period of notice of one (1) month. 
Moreover, the Bank has the right to terminate the service with immediate effect pursuant to the stipulations specified in section 31 above (with references).  
The service is automatically terminated, i.e. without any notice period, if the Swish Handel agreement ceases to apply. In addition, the service is also automatically terminated if the merchant's Swish numbers linked to the App are disconnected. 
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